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' ;boftware-detmed networkmg (SDN), network functions virtualization (NFV), and mdssneh
dJs,mbuted cemgutmg dominate the thinking: ott@.d&v $ network' engmeersvaéz:&hi' ; pL \ “ne
a generatlon

ntg;_tule.
Butawhat’s in the pipeline for next-generation networks? \.

Tradmonal networks use features such as MAC tables: the Rapid Spanmng Tree: Protocol

(RSTP), and cast types for conveniences like “plug and play” functionality. rﬁewe‘;a- these

features also make traditional networking vulnerable to cybersecurity threats.
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With software-defined networking (SDN) from SEL, all network flows and backup paths are -
specifically deﬁned in the controller so-there is no'need for MAC: tables or RSTP. In addition. }

SDN uses trafﬁc engineering to ‘process forwarding behavior rather than relying on “cast types.s. .. 3

which pose security risks. This processing eliminates common LAN security threats. including:

MAC flooding. in which attackers overwhelm the switch with MAC addresses.
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MAC table poisoning, in which attackers convince the switch that they are a false MAC address. !l

* Address Resolution Protocol (ARP) spoofi ing. in which an attacker sends false ARP messages
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causing traffic to be misdirected.
*  Bridge Protocol Data Unit (BPDU) attacks. which disrupt the network’s spanning-tree protocol.

» Tlooding using multicast and broadcast Ethernet destinations.




DN enables industry to ,cﬁstomize; their network. SDN enables industry to reduce'@PﬂBX« and-







